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PK-265

B.C.A. VI Semester (Reg./ATKT)
Examination May 2018

INTERNET TECHNOLOGY AND SECURITY

Paper-1

Time Allowed : Three Hours] [Maximum Marks : 85
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Note : All questions are compulsory.
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@e - I | Section - A

FEgive 997 | Objective Type Questions
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Q.1. 42 T H T4 FU|
Choose the correct answer.,
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(2)
Tremred § WRw =0 @ &
(%) ghrerT Td R w3 wifem
(@) Shred F
(®) @ () IR (a)
(@ WA B &
In Cryptography, what is cipher

(a) Algorithm for performing encryption
and decryption

()~ Enecryption message

(c) Both(a)and (b)
(&) Nome of‘-these

TEH 29T Fl W TR H Tiakid 6 &g TR
wEAl &
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An__ algorithm transforms cipher texy
to plaintext.

(a) Encryption
/(];)v- Decryption

(c) Either (a) or (b)

(d) Neither (a) nor (b)

iii) RFEmTEl F 29 G § @ 4 T W™ e

e Ft IRafla Fwa

(@) Fitaa aw & fae Rgn &

(@) e aga & e Rgn |

@) ()@

(@) T @ = T

Cryptography Hash function takes an arbitrary
block of data and returns

/Qaaf Fixed size bit string
(b) Variable size bit string
(c) Both(a)and(b)

(d) None of these
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vy Fet i @ A TR AR 3 g

§ g A T AE A 2
(%) RSA (@) Diffie-Hellman

(@) ECB (@) TR
Which of the following algorithm is not used
in asymmetric - key cryptography ?

(@ RSA (b) Diffie-Hellman
(})f ECB (d) None of these

3 i | 5T one-time session key 34 el
faftr semedt 21

The method provides a one-time
session key for two parties.

& Diffie-Hellman (b) RSA
(c) DES (d) AES

vi) DES % # e § Rt e wiere T8 ‘@

YA18-382

St Al 32

DES uses a key generator to generate sixteer
round key.

(a) 32 bit (by 48 bit

(c) 54 bit (d) 64 bit
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vii) CMAC 8 3= 9™ 8 JFT e &

Another name of CMAC is
/(ajr’ Code-based MAC

(b)
(c)
(d)

Cipher-based MAC
Construct-based MAC
Collective-based MAC

viii))MAC T8 3R 3= 9™ ¥ I a8
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MAC is also known as -

(a)
(b)

©

(d)

Cryptographic code break
Cryptographic code sum
Cryptographic check sum
Cryptographic check break
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ix) SHA-LH message digest & &
SHA-I has a message digest of -
160 bits (b) 512 bits
(c) 628 bits’ (d) 820 bits
x) e-mail A aaﬁm security protoco] gy &
One security protocol for e-mail system
@ [Psec (b) SSS
(¢c) PGP (d) None of these
xi) P A ¥ A9 W Te Ay T #
Which of the following is a strong password-
(a) 19th August
~(b) Delhi88
LB)/ p@assword2!
(d) delhil23
xii) B-T1 TF FREeH Sozd 5 ¥
Which is not an encryption standard ?
(@ AES (by TES
(¢) TripleDES  (q) DES
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AN YTETF ) R A Q'Fm'{?m 2
- AnPublic key cryptographic 18 -
(a) RSS () RAS
(r Rsa (@) RAA
Xiv) TR
() wr R (@) WEReE T
(@) wdim PR (z) e wf
Viruses are - _
/(a) Man made (b) Natural event %:
(¢) Machinemade (d)- All of the above é’
Xv) ﬁﬂﬁﬁaﬁ?-mmﬂﬁﬂw%
(o) (@ g ww
(@) amd (@ A wE
Which one is an type of Firewall
(a) Virus (b) Security Threat
(¢) Worm (d)—None of these
YA18-382 PK-265 PTO.
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@ - 4 | Section - B
Wg Sadig w97 | Short Answer Type Questions
5x5=25
Q2. TBWEWE! ¥ W FN AW &7
What do you understand by Steganography?
sigat [ OR
Block Cipher & an # Higra § sqwdl
Briefly discuss Block Cipher.

Q.3. Key management § JTqehl T A 27
What do you mean by Key management?
Igd [ OR
Authentication # F&d T &7

What are Authentication requirements?

Q4. TR 29 UwiRum w1 37
What is Secure Hash Algorithm?
d¥ar | OR
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HMAC #1 iy T %)
Briefly discygg HMAC.

T G H g 7

Why Web Security is important?
Jgat [ OR

IPsec & w4 = fafadl

Write the benefits of IPsec.

Intrusion Detection &% ¥R ¥ THREa)

Write about Intrusion Detection.

g | OR

' Firewalls #1 Fetd 9l

Write the needs of Firewalls.
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@S - | | Section - C

&4 S W97 | Long Answer Type Questions

Q8.

YA18-382
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Differential U Linear Cryptoanalysis @i &R &

A

Explain Differential and Linear Cryptoanalysis.

Jgar [ OR

Block Cipher Modes & Operations & &1 il

Describe Block Cipher Modes of Operations.

Elliptic Curve Cryptography % =Iwear 3|
Describe Elliptic Curve Cryptography.

&9ar [ OR
Message Authentication Func'tions ER| ﬁ?[ 27

What are Message Authentication Functions?
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Q9. ¥ TR oy 3o - -2 Tl A
SR 3 ¥ IWH%QTWE il

What is _Ha3h Algorithm? What characteristics are
needed in a secyre Hash Functions?

9HYqr [ OR

MAC #4127 One Way Hash Function W@ MACH
#n o §2

What is MAC? What is the difference between a
MAC and a One Way Hash Function?

wod jgouijuo

Q.10. Message Authentication 1 ? T8k 3w faRga|

What is Message Authentication? Write its
applications.

It [ OR

IPsec zr1 a1 €10 W&H a1 Al 87

What securities are provided by IPsec?
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(12)
Q.11. T W Tl Hitm g W T A
Discuss viruses and its related threass.
vt | OR
Trusted System & N § o3l

Write about Trusted System.

TP P T A
DAL X R XL XX
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