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Attempt are questions from each unit.,

Internet Tech. & Security-2014:

Unit-1

‘(a) Differentiate between differential ¢ryptanalysis and linear

cryptanalysis,

(b) Explain how monolithic lipher is prove to statistical analysis
attack? How is this problem climimated in vigilance?

2. Differentiate among the following:

(a) Plaintext and ciphertext,

(b) Symmetric and public Key cipher,

- (c) 'Blocl_%_. Ciphers and strcam_cipher$, __
~ (d) Substitution cipher and trarisportation ciphers

Unit-11

~ (a) What is the stréngth of RSA? _Ifl mddulcs used'in RSA has

very small Prime Factors will the RSA has very small Prime
Factors will the RSA implementation be sectire? Justify your
answer. : s '

(b) What '_is the strength of ECC based encryption scheme?

“How to increase the security level. g
4. (a) What is clogging attack on Diffie-Fioliman Koy

exchange? Suggest a suitable counter measure,
(b) In RSA if cipher text ¢ = 10,¢ = 5,n = 33 determine M?

. S Unlt-Hl
(2) Explain uso of FHosh functlon to provide source
authentication
(i) Using public key eneryption .
(1) Without ustng public key encryption
(b) What Is the strength of MAC? Is MAC reversible function?
If no, does it pose any limitation or is designed to be so.
6. (0) Differontiate between Message Authentication code and
Flash value which arc 'cncrypted;? ‘

(b) What are the characteristics of good hash function.
' Unit-IV

() What are the service provided by IPSEE? Explain.
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b Il’l _. * . . B '.\-. 3 ‘ i . : )
t(er)m t%le context of l?lo metric user authentication, explain'the
o 0 earollment, vérification and identification, e
séle(;)i List and briefly describe common techniques for

ng password, assigning password or to protect o -.;f
file. o ‘0 protect password--

(b) Explain ke_;_b_cr-os and x.509.

(a) What ar. Unit-Vv

re differcnt type of firewall explain ir
Mty all explain in detai
(b) Explaintrusted System in detail, el
10. Write short note on:

(a) Vupses én c! worm, (b) Firewall configuration
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